_ IIpunoxenue Nel
x Ipuxazy Ne77~lb ot «7» &5~ 2020r.

Pexomenpaman Q00 MKK «KB IlaTeiii aement Jensra» mo 3amure
HHGOPMANUH B HegX NPOTHBOAEHCTBHS HE3AKOHHBIM GHHAHCOBLIM ONEPALHIM.

1. OO0 MKK «KB Ilgrert Onement [leHprm» B pamkax coOmojeHus TpeOoBaHui
Ionoxenus Bamka Poccum or 17.04.2019 Ne 684-I1 «Ilonoxenus o6 YCTaHOBJIEHHH
00s3aTeNbHBIX A HEKPeOWTHBIX (PMHAHCOBHIX OpraHu3aluit TpeOoBaHHH K obecledeHHIo
3aMIMTHI HHPOPMAIIMHU [IPH OCYIIECTBICHHH JEATEILHOCTH B chepe GHHAHCOBBIX PHIHKOB B LIEJISIX
IPOTHBOJEHCTBUS OCYIIECTBICHHIO HE3aKOHHBIX (DHHAHCOBBIX OIEpPAIWii» YBEIOMIISET CBOHMX
KJIHEHTOB HCIOIB3YIOMIHX  ABTOMATH3HPOBAHHEIE CHCTEMEI IS IOJYYEHHS, MOIrOTOBKH,
06paboTku, mepenavyn U XpaHeHHs HHPOPMAIHH B 3JIEKTPOHHOH (HOpME O BO3MOKHBIX PHCKAX
HOJMyYeHUs] HECAaHKIHOHMPOBAHHOTO JOCTYIa K  HHPOpPMAalHHM, ¢ IEIBI0 OCYIIECTBICHHS
(HHAHCOBBIX ONIEpalliil TUIIaMH, He 00JIafaloNIMMHU IIPABOM UX OCYIIECTBICHHS, B TOM 9HCIIE IIPH
yIpate (mOTepe, XWINEHHWH) KJIHEHTOM YCTPOHCTBa, C MCIOJIB30BAHHEM KOTOPOTO HM
COBEPIIATHCE JEHCTBHSA B IENIX OCYIIECTBICHHS (QUHAHCOBOH omepamuy U HeoOXOIUMOCTH
3aIMUTEl HHPOPMAIMK OT BO3JEHCTBUS NPOTPaMMHBEIX KOJIOB, NPHUBOMANIMX K HapyIICHHIO
IITaTHOTO (YHKIMOHHPOBAHHSA CpPEACTBA BBIYHUCIATENIEHOH TEXHUKH, CBOCBPEMEHHOMY
o0HapYXEeHHIO BO3IEHCTBHS BPEIOHOCHOTO KOJa.

2. B mensx mpenoTBpalleHHMs HECAHKIMOHHPOBAHHOIO JOCTyna K HMHOOpMalMu H
HapYIIeHUs IITATHOrO QyHKI[HOHHPOBAHHS cpeicTBa BeruucuTenpH0H Texauku 000 MKK «KB
[IsaTerii DnemenT JdeHbrH» peKOMEHAYET CIEAYIOMKE MePhI 3aIHThI:

2.1. B neasix 3amuThl MOOMJIbHBIX YCTPOHCTB:

= (CBOEBPEMEHHO yCTaHaBIMBalTe OOHOBIEHUS O0€30IIaCHOCTH OIEPALHOHHON CHCTEMBI;

®  JlpH HaIHYHH TEXHHYECKOH BO3MOXKHOCTH BKIIIOUHTE IMH(pPOBaHME NAHHBLIX HA CBOEM
MOOHIIBEHOM YCTpPOHCTBE;

= He oTkmo4aliTe W HEe B3JaMBIBaMTe BCTPOCHHBIE MEXaHM3MBI 0€30IIaCHOCTH BAIIEr0
MOGHJIBHOI'O YCTPOHCTBA;

= Coxpausiite B TaifHe Bamu wMs nonb3oBarens (JIOTHH), [apoibs [I4 JOCTyna B
nadopmanuonnsle cucteMsl # CMC-kopl. He coobmaiiTe 3TH TaHHBIE HHKOMY)

*  YyeTHEIE 3aIIMCH ONEPAI[HOHHOM CHCTeMbI JODKHEI OBITH 3alUIIEHA] IapOJIAMH,

* He xpaHuTe JIOTHH U IapOJis B MOOHIIBHOM TenedoHe, cMapTOHE;

®  PerynspHo NpOU3BOJIUTE CMEHY NapOJIeH;

*  He wcnone3yiiTe OHHAKOBEIE JIOTHH M IApOJIh AL JOCTYIIA K Pa3IHYHEIM CHCTEMaM;

»  JlmaHa maposis Jo/DKHa OBITh He MeHee § CHMBOJIOB;

* B napone 06s3aTel-HO JODKHBEI IPUCYTCTBOBATEH 3arflaBHEIE H IPOIHMCHBIE CHMBOJIEL
nudpEL, a Takke CrelUaibHble CHMBOJIBL, HAapumep, #, %, , * 1 T.11.;

=  He ucnonp3yiiTe QYHKIMIO 3alIOMAHAHUSA JIOTHHA M I1apOJI;

* B xagecTse Napojis He CIEAyET HCIOIb30BaTh HMs, QaMHIINIO, IEHb POX/IEHUS U IPyTHe
HaMATHEIE [aThl, HoMep TenedoHa, aBTOMOOMI, aipec MECTOXHTENbCTBA M JPYTHE
JaHHEE, KOTOpbIE MOTYT OBITH HOZOOpaHBl 3IOYMEIIUICHHHKOM IIyTeM aHaIH3a
uH(pOpPMaHT O MOTH30BATENE;

- He HPOHSHOCHTG BCIIyX, HE 3aITHCEIBAMTE W He XpaHHTE B moboM JOCTYIIHOM
IIOCTOPOHHHM JIHI[aM MECTE IIapOJIH.



2.2. B neasix 3amMThHI NePCOHAJBHBIX KOMIBLIOTEPOB:

HCIONB3YHTE TOMBKO JIHIEH3HOHHOE CHCTEMHOE M NPHUKIaJHOE MPOrpaMMHOE
obecregenHue;

YCTaHOBUTE HAa KOMIIBIOTEP TOJBKO OJHY ONEPaIIOHHYIO CHCTEMY )

HE YCTaHAaBIMBAaHTE M HE HCIONB3yHTE HAa KOMIIBIOTEPE NPOTPaMMBI A
yIaJeHHOIO yIpaBleHus, Hanpumep TeamViewe;

YCTAaHOBUTE M PETYISIPHO OOHOBISIHTE aHTHBHPYCHBEIE IPOTpaMMEI (HAIpHMED,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOCBPEMEHHO MpPOBOAMTE OOHOBIEHHE CHCTEMHOTO ¥  [PHKIIHOTO
[IPOrPaMMHOr0 00ecIeueHus;

UL 1OocTyna K WH(OPMAIHOHHEIM CHCTEMaM HE HCIOIB3YHTe O0MIEIOCTyIHEIE
KOMIIBIOTEpHl (HalpuMep, YCTAHOBIEHHBIE B HHTEpHET-Kade, TIOCTHHHIE),
yOimaHele OecripoBouble ceTH (Oecnaraeii Wi-Fi u npouee);

opu nepenade WHGOPMAIMM C HMCHONB30BAHHUEM UYYKHX KOMIIBIOTEPOB, IIOCIE
3aBEpIICHHs BCEX oOlepanuii yOemWTech, YTO IMEPCOHANbHBIE MAHHEIE H Ipyras
uH(pOpManusg He COXPaHUIIHCE;

He IIepelaBaiiTe INEPCOHAIBHBIX [JAHHBIX M HHOM KOH(QUAECHUMAIBEHON
nHpOpMAIWH NpH NONYYCHWH NHCEM IO D3JIEKTPOHHOH II0YTe OT SIKOOEI
npezcraBuTenel 0aHKOB M MHBIX (PMHAHCOBBIX OpraHU3aIlMi, €ClId IIOyYCHHE
TaKUX NHCEM HMHUIMUPOBAHO He Bamu;

HE TEPEeXOJHTE MO CCHUIKAM B TAaKHX ITHCbMax, HE OTKpBIBAHTE BIIOKEHHEBIE
IPUIOKEHUS (Takde pecypchl MOTYT COAEpKaTh BPENOHOCHOE IIPOrpaMMHOE
obecrieyeHue);

B ciiyyae OOHapyKeHWs I[ONO3PHTENLHBIX [JEHCTBHH, COBEPHIEHHBIX B
KOMITBIOTEPE, HE3aMEUTHTEPHO CMEHUTE JIOTHH H IIapoJIb;

npy OOHAPYKEHUH COBEpIISHHS HE3aKOHHEIX (HHAHCOBEIX ONEpalMi —
He3aMe THTeTFHO MoqaiTe 3asBICHUE O JAaHHOM (akTe B IPaBOOXPAHUTEILHEIE
OpraHbl ¥ COXpaHUTe J0Ka3aTeIbCTBa JaHHOTO (haKTa B yCTpOHCTBE;

npu paboTe ¢ WMHBIMH HOCHTeNAMH HMH(OpManuM Iepel HadanoM paboThl
OCYIIECTBIIIATE MX MPOBEPKY HA IPEIMET OTCYTCTBHSA KOMIBIOTEPHEIX BUPYCOB.

2.3. B mensx 3amuThl MHpOpMaNUH OT BO3JAEHCTBHA NPOrpaMMHBIX KO/OB,
NPHBOASAIIMX K  HapymIeHHI0 INTAaTHOrO  (YHKIHOHHPOBAHHS  CPelCTBa
BbIYHCIHTE/IHHOH TeXHHKH:

OOHOBJIANTE AaHTUBUPYCHBIE IIPOrPAMMBI Ha IIOCTOSHHON OCHOBE;

OCYIIECTBJIANTE pEryIApHBI KOHTPOIb PaboTOCHOCOOHOCTH aHTHBHPYCHBIX
TIPOTPaMM;

cosjaiiTe yCIOBMA, IIPH KOTOPBIX HEBO3MOXKHO HECAHKIHOHHPOBAHHOE
OTKJTIOUEHHS CPEICTB aHTHBHPYCHOH 32K THI,

AHTHBHpPYCHAs 3allMTa [OJDKHA oOecleunMBaTh COXpaHeHHe Oe30macHoro
COCTOSIHHS HHPOpMAHU IpH MOOBIX cO0X;

BBIHECHTE APILIK JUIA 3alycka aHTHBUPYCHOM IporpaMMbl Ha paboduil CTOX
IIEPCOHATBHOIO KOMIIBIOTEPA H HCIONIB3YHTE €r0 PEryISIpHO.

PykoBomuTens oTena HHbOpMaHOHHON 6€30I1acHOCTH

000 MKK «KB Ilsatsrit Dnement JIeHbru» %’ Xapmnamor U.C.



